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No No

• Name, contact details and affiliation (such as "surname", "name(s) at birth and previously used names and any aliases, which may be entered 

separately").  

• e-Communication and/or connection data (Technical and configurational data that can be linked to data subjects’ set of information making them 

Identifiable Personal Information such as "links ID to other alerts issued in SIS II",  which might be found in SIS Regulation or system-supporting 

documentation like Interface Control Document (“ICD”) or system's user manual).

• Personal identification numbers (such as "number(s) of identity paper(s) and date of issue").

• Image (photographs).

• Sensitive data (Biometric data from fingerprints).

• Other information on persons in relation to whom an alert has been issued  that is not already covered here in a different category of personal data 

such as biometric data (fingerprint data), such as "any specific, objective, physical characteristics not subject to change" as per Art. 20(2)(b) of SIS II 

Regulation, "place and date of birth" as per Art. 20(2)(c) of SIS II Regulation, "sex" as per Art. 20(2)(d) of SIS II Regulation, and even "decisions giving rise 

to an alert" as per Art. 20(2)(k) of SIS II Regulation.

• Records of every access and all exchanges of personal data within CS-SIS II central system (includes data such as "history of the alerts", "date and time 

of the data transmitted", "data used to perform searches" and "reference to the data transmitted" in line with Art. 18(1) and (2) of SIS II Regulation). 

In addition, and only in the context of SIS II in the field of police cooperation and judicial cooperation in criminal matters:

• Data related to criminal convictions and offences ("type of offence" as per Art. 20(3)(n) of Council Decision 2007/533/JHA, and "copy of the original of 

the European Arrest Warrant/ copy of a translation of the European Arrest Warrant" as per Art. 27 thereof).  

• Data associated to objects sought for the purposes of seizure or use as evidence in criminal proceedings (such as "objects carried" as per Art. 37(1)(f) of 

Council Decision 2007/533/JHA, "issued identity papers such as passports, identity cards, driving licenses, residence permits and travel documents which 

have been stolen, misappropriated, lost or invalidated" as per Art. 38(2)(e) thereof, and even "vehicle registration certificates and vehicle number plates 

which have been stolen, misappropriated, lost or invalidated" as per Art. 38(2)(f) via Art. 40(2), 43 and Art. 51(6) of Council Decision 2007/533/JHA).

Yes

Member States competent authorities having central responsibility for its N.SIS II (the N.SIS II Office), and 

authorities which ensuring the exchange of supplementary information, are to be considered controllers.

 

The list of competent authorities which are authorised to search directly the data contained in the second 

generation Schengen Information System was released (2021/C 287/01) and can be found here: https://eur-

lex.europa.eu/legal-

content/EN/TXT/?uri=uriserv%3AOJ.C_.2021.287.01.0172.01.ENG&toc=OJ%3AC%3A2021%3A287%3ATOC.

For the purpose of technical and security incident investigation when strictly necessary  

in line with data minimization principle and security measures:

• Sopra Steria Group 

• Data related to alerts entered in the system in general: for the time required to 

achieve the purposes for which the alerts were entered (Art. 29(1) of SIS II Regulation) 

and Art. 44(1) of Council Decision 2007/533/JHA). 

In any case, MS issuing an alert shall, within three years of its entry in SIS, review the 

need to keep it (Art. 29(2) of SIS II Regulation and Art. 44(2) of Council Decision 

2007/533/JHA). 

Where the MS decides to retain de alert longer than the review period, that MS shall, 

within three years of the extension of the period to keep the alert entered in SIS, 

review the need to keep it (Art. 29(4) of SIS II Regulation and Art. 44(4) of Council 

Decision 2007/533/JHA). 

• Technical copies of the information processed which result in offline databases: may 

be retained for a period not exceeding 48 hours (Art. 31(3) of SIS II Regulation and Art. 

46(3) of Council’s Decision).

• Data on persons whose identity has been misused: shall be deleted at the same time 

as the corresponding alert or earlier where the person so requests (Art. 36(5) of SIS II 

Regulation and Art. 51(a) of Council Decision 2007/533/JHA).

• Records: shall be deleted at the earliest 1(one) year, and at the latest three years, 

after their creation. The records which include the history of alerts shall be erased one 

to three years after deletion of the alerts. Records may be kept longer if they are 

required for monitoring procedures that are already under way. Art. 18(3) and (4) of 

both SIS II Regulation and Council Decision 2007/533/JHA).

• Data on persons associated to objects sought for the purposes of seizure or use as 

evidence in criminal proceedings: alerts on objects shall be kept only for the time 

required to achieve the purposes for which they were entered (Art. 45(1) of Council 

Decision 2007/533/JHA), and for a maximum of 10 (ten) years (Art. 45(3) thereof), unless 

extended by MS (Art. 45(4) Council Decision 2007/533/JHA).

For the purposes of the system operational management: 

• eu-LISA designated staff members

For the operation and security of the N.SIS II:

• Authority which shall have central responsibility for its N.SIS II (the ‘N.SIS II Office’) - Art. 7(1) of both SIS II Regulation and Council Decision 2007/533/JHA.

Within the context of supplementary information, namely: i) to ensure the exchange and availability of all supplementary information; ii) to be able to react to 

requests for supplementary information swiftly and within the deadlines provided by law; and, iii) for the verification of the quality of the information entered 

in SIS:

• SIRENE Bureau - Art. 7(1) of both SIS II Regulation and Council Decision 2007/533/JHA.

For the identification of third-country nationals for the purpose of border control, namely, in accordance with Regulation (EC) No 562/2006 of the European 

Parliament and the Council of 15 March 2006 establishing a Community Code on the rules governing the movement of persons across borders (Schengen 

Borders Code):

• Authorities responsible for border controls/border authorities - Art. 27(1)(a) of SIS II Regulation and Art. 40(1)(a) Council Decision 2007/533/JHA.

For the identification of third-country nationals for the purposes of police and customs checks:

• Authorities responsible for customs checks - Art. 27(1)(b) of SIS II Regulation and Art. 40(1)(b) of Council Decision 2007/533/JHA.

• National Law enforcement authorities - Art. 40(1)(b) of Council Decision 2007/533/JHA.

For the identification of third-country nationals, in line with the need to the performance of their tasks, as provided for in national legislation, and by their 

coordinating authorities:

• National judicial authorities, including those responsible for the initiation of public prosecutions in criminal proceedings and for judicial inquiries prior to 

charging a person - Art. 27(2) of SIS II Regulation and Art. 40(2) of Council Decision 2007/533/JHA.

In the context of the application of the Community acquis relating to the movement of persons:

• Authorities responsible for issuing visas, central authorities responsible for examining visa applications and authorities responsible for issuing residence 

permits - Art. 27(3) of SIS II Regulation.

For the identification of third-country nationals for the purpose of prevention, detection, investigation or prosecution of terrorist offences or other serious 

criminal offences or the execution of criminal penalties: 

• MS Law enforcement authorities - Art. 27(1)(b) of SIS II Regulation.

For the purpose of monitoring the lawfulness of data processing, self-monitoring and ensuring the proper functioning of CS-SIS, data integrity and security:

• Competent authorities in charge of checking whether a search is lawful, monitoring the lawfulness of data processing, self-monitoring and ensuring the 

proper functioning of CS-SIS, data integrity and security as per article 18(5) of SIS II Regulation.

Where necessary to fulfil its mandate, including within the exchange and further request of supplementary information in accordance with the provisions of 

the SIRENE Manual, as per Art. 41(1) Council Decision 2007/533/JHA:

• Europol - Art. 41 of  Council Decision 2007/533/JHA.

Within their mandate:

• Eurojust - Art. 42 of Council Decision 2007/533/JHA.

Exchange of data on stolen, misappropriated, lost or invalidated passports:

• Interpol - Art. 55 of Council Decision 2007/533/JHA (subject to an agreement with European Union on the data flows). 

• Name, contact details and affiliation (such as "surname(s) and forename(s)", "name(s) at birth and previously used names and any aliases, which may 

be entered separately").  

• e-Communication and/or connection data (Technical and configurational data that can be linked to data subjects’ set of information making them 

Identifiable Personal Information such as "links ID to other alerts issued in SIS",  which might be found in Regulation 2018/1861 or system-supporting 

documentation like Interface Control Document (“ICD”) or system's user manual).

• Personal identification numbers (such as "number(s) of identity paper(s) and date of issue").

• Image (photographs).

• Sensitive data (Biometric data from fingerprints).

• Other information on persons in relation to whom an alert has been issued  that is not already covered here in a different category of personal data, 

such as "any specific, objective, physical characteristics not subject to change" as per Art. 20(2)(e) of SIS Regulation, "place and date of birth" as per Art. 

20(2)(f) of Regulation 2018/1861, "gender" as per Art. 20(2)(h) of Regulation 2018/1861, and even "decisions giving rise to an alert" as per Art. 20(2)(m) of 

Regulation 2018/1861.

• Records of every access and all exchanges of personal data within CS-SIS central system (includes data such as "history of the alerts", "date and time 

of the data transmitted", "data used to perform searches" and "reference to the data transmitted" in line with Art. 18(1) and (2) of Regulation 2018/1861). 

In addition, and only in the context of SIS in the field of police cooperation and judicial cooperation in criminal matters:

• Data related to criminal convictions and offences ("type of offence" as per Art. 20(3)(n) of Regulation 2018/1862, and "copy of the original of the 

European Arrest Warrant/ copy of a translation of the European Arrest Warrant" as per Art. 27 thereof).  

• Data associated to objects sought for the purposes of seizure or use as evidence in criminal proceedings (such as "objects carried" as per Art. 37(1)(g) of 

Regulation 2018/1862, "issued identity papers such as passports, identity cards, driving licenses, residence permits and travel documents which have 

been stolen, misappropriated, lost or invalidated" as per Art. 38(2)(l) thereof, and even "vehicle registration certificates and vehicle number plates which 

have been stolen, misappropriated, lost or invalidated" as per Art. 38(2)(m) via Art. 40(3), 52 and Art. 62(6) of Regulation 2018/1862).

Yes

No No

For the purpose of technical and security incident investigation when strictly necessary  

in line with data minimization principle and security measures:

Bridge Consortium:

• Accenture NV - SA / Idemia Identity and Security France SAS 

European Union Agency for the Operational Management of Large-Scale IT Systems in the Area of Freedom, Security and Justice ​ (eu-LISA)

Vesilennuki 5, 10415 Tallinn, Estonia

dpo@eulisa.europa.eu

Personal data is stored on eu-LISA ICT infrastructure with restricted access. Standard ICT security measures are implemented to protect this ICT infrastructure (e.g.  firewalls, antivirus protection, data encryption and passwords). Data is backed-up regularly and security software is kept up-to-date. eu-LISA premises are not publicly accessible 

and secured. Access to the personal data is restricted to authorised users requiring it for the purposes of the processing. eu-LISA contracts include data protection provisions as standard which must be complied with by contractors.

Operational management of Visa Information System (VIS) 

eu-LISA is in charge of the operational management of VIS and 

corresponding Communication Infrastructure according to Art. 26 of VIS 

Regulation. 

This includes operations such as: keeping VIS and its corresponding 

Communication Infrastructure functioning 24 hours a day, 7 days a week; 

ensure the security of the central VIS and its communication infrastructure 

through the implementation of necessary measures such as incident 

investigation in relation to troubleshooting (in line with Art. 26(9), 29(2) of 

VIS Regulation and Art. 32 of both VIS Regulation and Commission 

Decision of 4 May 2010 on the Security Plan for the operation of the Visa 

Information System (2010/260/EU); ensure that procedures are in place for 

the keeping of records pursuant to Article 34 of VIS Regulation, point 5 of 

Commission Decision of 30 November 2009 (2009/876/EC), and Article 16 

of Council Decision 2008/633/JHA of 23 June 2008; and, ensure that 

procedures are in place to monitor the functioning of the VIS, including 

through statistics, as per Art. 17 and 50 of VIS Regulation and Art. 17 of 

Council Decision 2008/633/JHA of 23 June 2008.

• Applicant under Article 4(5) of VIS Regulation, including group members under Art. 4(6) thereof.

• Visa holder (e.g., Article 7(2) of VIS Regulation).

• Third-country nationals apprehended within the Schengen Area with fraudulent or without documents, 

including those who may not, or may no longer, fulfil the conditions for entry to, stay, or residence in the EU 

(in accordance with Council Decision 2008/633/JHA of 23 June 2008 but processed through VIS - Article 5). 

• Individuals who are subject to comparisons and search carried out by MS authorities responsible for law 

enforcement and Europol - Art. 3 of VIS Regulation.

• Individuals who are subject to comparisons and search carried out by MS Central visa authorities and 

authorities having central responsibility for issuing visas at the border in the Member State concerned -  Art. 15 

of VIS Regulation.

• Individuals who are subject to comparisons and search carried out by MS competent authority/authorities 

having central responsibility for checks at external border crossing points in accordance with the Schengen 

Borders Code (border authorities) in the MS concerned – Art. 18 of VIS Regulation.

• Individuals who are subject to comparisons and search carried out by MS authority/authorities having central 

responsibility for checks within the territory of the Member States - Art. 19 of VIS Regulation.

• Individuals who are subject to comparisons and search carried out by MS competent authorities having 

central responsibility for carrying out checks at external border crossing points in accordance with the 

Schengen Borders Code (border authorities) in the MS concerned, or MS authorities competent for doing so 

within the territory of the Member States - Art. 20 of VIS Regulation.

• Individuals who are subject to comparisons and search carried out by MS authorities responsible for 

examining asylum applications - Art. 21 and 22 of VIS Regulation.

• eu-LISA Officers administrating the system (eu-LISA application administrator).

• MS Central visa authority/authorities and authority/authorities having central responsibility for issuing visas 

at the border in the Member State concerned (Operator User ID) – as per Art. 6(2)(a) of VIS Regulation.

• MS competent authority/authorities having central responsibility for checks at external border crossing 

points in accordance with the Schengen Borders Code (border authorities) in the MS concerned (Operator 

User ID) – Art. 18 and 20 of VIS Regulation.

• MS authority/authorities having central responsibility for checks within the territory of the Member States 

(Operator User ID) – Art. 19 of VIS Regulation.

• MS Officers for Law enforcement (MS Operator User for law enforcement) - Art. 3 of VIS Regulation.

• Europol Officials (Europol Operator User) - Art. 3 of VIS Regulation.

• MS Officers in charge of asylum and immigration who are authorized to work with the Central System (MS 

Operator User) - Art. 21 and 22 of VIS Regulation.

• Name, contact details and affiliation (such as "surname", "residence", in the case of minors, "surname and first name(s) of the applicant's father and 

mother").  

• e-Communication and/or connection data (Technical and configurational data that can be linked to data subjects’ set of information making them 

Identifiable Personal Information such as "links to other  applications and files" and "Logs",  which might be found in VIS Regulation or system-

supporting documentation like Interface Control Document (“ICD”) or system's user manual).

• Personal identification numbers (such as "application number" used by MS to identify record files and corresponding data subjects in the system, 

"number of the travel document or documents" and "number of the visa sticker").

• Image (photographs).

• Details on education, expertise, profession of the person (like "current occupation and employer" and, for students, "name of school").

• Data on family, lifestyle and social circumstances (mainly related to Visa application procedures, such as "main destination and duration of the 

intended stay", "purpose of travel" or "purposes of the expulsion",  and even "information on whether the applicant is travelling in a group or with his 

spouse and/or children").

• Alphanumeric data on the applicant and on visa requested, issued, refused, annulled, revoked or extended, as defined by article 4  of VIS Regulation 

(this will include other information recorded in the system such as "status information, indicating that a visa has been requested" and "current 

nationality and nationality at birth").

• Data related to Visa procedures (including not only data in application forms but also data to be added for a visa issued, for a visa refusal, for a visa 

annulled or revoked, for a visa extended, or where the examination of the application is discontinued in accordance with Art. 10-14 of VIS Regulation, 

and even  other documents supporting the application in case of a consultation/document request under article 16 of VIS Regulation).

• Travel document data, as defined by article 4  of VIS Regulation, including copies of travel documents 

• Records/logs of processing operations within VIS system including data such as: i) purpose of access ('TypeOfAction'); ii) date and time; iii) type if data 

transmitted; iv) type of data used for interrogation; v) name of the authority entering/retrieving data (includes: User ID; status: sender/receiver); vi) 

timestamp; vii) visa application number.

• Sensitive data (Biometric data from fingerprints) 

Yes

Member State’s National Authority considered as controller and having central responsibility for the processing of 

data as per the List  of “competent authorities the duly authorised staff of which shall have access to enter, amend, 

delete or consult data in the Visa Information System (VIS) (2016/C 187/04)”. 

Link to the list can be found in the Official Journal of the EU, here: https://eur-lex.europa.eu/legal-

content/EN/TXT/PDF/?uri=CELEX:52016XC0526(01)&from=EN.

Operations Department - Planning and Standards 

Unit - Product Management Sector - VIS Product 

Owner

21/10/2022

Operations Department - Planning and Standards 

Unit - Product Management Sector - SIS Product 

Owner

Application file's data and corresponding links to other applications and files referred 

to in Article 8(3) and (4) of VIS Regulation, as per Article 23 of VIS Regulation: 

• 5 (five) years:

(a) on the expiry date of the visa, if a visa has been issued;

(b) on the new expiry date of the visa, if a visa has been extended;

(c) on the date of the creation of the application file in the VIS, if the application has 

been withdrawn, closed or discontinued;

(d) on the date of the decision of the visa authority if a visa has been refused, annulled 

or revoked.

OR

• Upon request of the MS, as per Articles 24(2) and 25 of VIS Regulation.

For the purpose of keeping of records/logs pursuant to Article 34 of the VIS Regulation 

and point 5 of Commission Decision of 30 November 2009 (2009/876/EC): 

• 1 (one) year after the retention period referred to in Article 23(1) of VIS Regulation 

has expired, if they are not required for monitoring procedures which have already 

begun (Art. 34(2) of VIS Regulation and point 5.1 of above-mentioned Commission 

Decision of November 2009)

For the purposes of the system operational management: 

• eu-LISA designated staff members.

For issuing visas at the border in the Member State concerned:

• Central visa authority/authorities and authority/authorities  - Art. 15 and 17 of VIS Regulation.

• Authority/authorities having central responsibility for checks at external border crossing points in accordance with the Schengen Borders Code (2) in the 

Member State concerned - Art. 18 and 20 of VIS Regulation.

Authority/authorities having central responsibility for checks within the territory of the Member State concerned - Art. 19 and 20 of VIS Regulation.

For the purpose of determining the Member State ("MS") responsible for examining an asylum application, as per Art. 21 of VIS Regulation:

• Competent asylum authority/authorities - Art. 21 and 22 of VIS Regulation.

For the purpose of examining an application for asylum, as per Art. 22 of VIS Regulation:

• Competent asylum authority/authorities - Art. 21 and 22 of VIS Regulation.

For the purpose of law enforcement:

• Designated authorities of MS - Art. 3 of VIS Regulation

• Europol - Art. 3 of VIS Regulation.

For the purpose of incident investigation during Troubleshooting only when strictly necessary  in line with data minimization principle and security measures:

• Sub-processor identified in corresponding column of this register.

Yes

Yes

In the context of SIS II in the field of border checks (SIS II Regulation):

• Third-country nationals in respect of whom an alert has been issued, for the purposes of refusing entry or 

stay - Art. 24 of SIS II Regulation. 

• Third-country nationals who are beneficiaries of the right of free movement within the Union - Art. 25 of SIS 

II Regulation.

• Third-country nationals subject to restrictive measures intended to prevent entry into or transit through the 

territory of Member States - Art. 26 of SIS II Regulation.

• Person whose identity has been misused - Art. 36 of SIS II Regulation.

• Person who complaints that he/she is not the person wanted by an alert - Art. 34(5) of SIS II Regulation. 

• eu-LISA Officers administrating the system (eu-LISA Operator User).

• Operator on Member-States side - Authority which shall have central responsibility for its N.SIS II (the ‘N.SIS 

II Office’) - Art. 7(1) of SIS II Regulation.

• Operator on Member-States side/end-user - Authorities responsible for border controls - Art. 27(1)(a) of SIS II 

Regulation.

• Operator on Member-States side - Authorities responsible for customs checks - Art. 27(1)(b) of SIS II 

Regulation.

• Operator on Member-States side- Law enforcement authorities - Art. 27(1)(b) of SIS II Regulation.

• Operator on Member-States side - National judicial authorities, including those responsible for the initiation 

of public prosecutions in criminal proceedings and for judicial inquiries prior to charge - Art. 27(2) of SIS II 

Regulation.

• Operator on Member-States side - Authorities responsible for examining visa applications, issuing visas, and 

for issuing residence permits - Art. 27(3) of SIS II Regulation.

• Operator on Member-States side - SIRENE Bureau - Art. 7(1) of SIS II Regulation.

In the context of SIS II in the field of police cooperation and judicial cooperation in criminal matters (Council 

Decision 2007/533/JHA):

• Persons wanted for arrest for surrender or extradition purposes - Art. 26 of Council Decision 2007/533/JHA.

• Missing persons who: (i) need to be placed under protection; (ii) missing persons who do not need to be 

placed under protection - Art. 32 of Council Decision 2007/533/JHA.

• Persons sought to assist with a judicial procedure, including: (i) witnesses; (ii) persons summoned or persons 

sought to be summoned to appear before the judicial authorities in connection with criminal proceedings in 

order to account for acts for which they are being prosecuted; (iii) persons who are to be served with a criminal 

judgment or other documents in connection with criminal proceedings in order to account for acts for which 

they are being prosecuted; (iv) persons who are to be served with a summons to report in order to serve a 

penalty involving deprivation of liberty - Art. 34 of Council Decision 2007/533/JHA.

• Persons for the purposes of discreet checks or specific checks - Art. 36 of Council Decision 2007/533/JHA.

• Person whose identity has been misused - Art. 51 of Council Decision 2007/533/JHA.

• Data subjects whose data is connected to objects sought for the purposes of seizure or use as evidence in 

criminal proceedings - Art. 38 of Council Decision 2007/533/JHA.

• Person who complaints that he/she is not the person wanted by an alert - Art. 49(5) of Council Decision 

2007/533/JHA.

• eu-LISA Officers administrating the system (eu-LISA Operator User).

• Operator (Authority which shall have central responsibility for its N.SIS II (the ‘N.SIS II Office’) - Art. 7(1) of 

Council Decision 2007/533/JHA.

• Operator (Authorities responsible for border controls) - Art. 40(1)(a) of Council Decision 2007/533/JHA.

• Operator (Authorities responsible for police and customs checks) - Art. 40(1)(b) of Council Decision 

2007/533/JHA.

• Operator (National Judicial Authorities) - Art. 40(2) of Council Decision 2007/533/JHA.

• Operator (Europol) - Art. 41 of Council Decision 2007/533/JHA.

• Operator (Eurojust) - Art. 42 of Council Decision 2007/533/JHA.

• Operator (Interpol) - Art. 55 of Council Decision 2007/533/JHA.

• Operator (SIRENE Bureau) - Art. 7(2) of Council Decision 2007/533/JHA.

eu-LISA is in charge of the operational management of SIS II and 

corresponding Communication Infrastructure according to Art. 15 of SIS II 

Regulation and Council Decision 2007/533/JHA. In regard to the SIRENE 

Bureaux and communication between the SIRENE Bureaux, its security as 

per Art. 16(2) of SIS II Regulation and technical functioning (Art. 8(4) and 

50(4) of SIS II Regulation and Art. 8(4) and 66(4) of Council Decision 

2007/533/JHA).

This includes operations such as: keeping SIS II and corresponding 

Communication Infrastructure functioning 24 hours a day, 7 days a week, 

365 days a year; ensure the security of the central SIS II and its 

communication infrastructure through the implementation of necessary 

measures such as incident investigation in relation to troubleshooting (in 

line with Art. 16 and 17 of SIS II Regulation and of Council Decision 

2007/533/JHA); ensure that procedures are in place for the keeping the 

records of all data access and exchange of personal data operations within 

the CS-SIS as per Art. 18 of SIS II Regulation and of Council Decision 

2007/533/JHA; and, ensure that procedures are in place to monitor the 

functioning of the SIS IIS, including statistics, as per Art. 50 of that 

Regulation and as per Art. 66 of Council Decision 2007/533/JHA.

Operational management of SIS II information system. 

Withdrawn, replaced by 0002/2022

Operations Department - Planning and Standards 

Unit - Product Management Sector - SIS II Product 

Owner

No No

Member States competent authorities having central responsibility for its N.SIS II (the N.SIS II Office), and 

authorities which ensuring the exchange of supplementary information, are to be considered controllers.

 

The list of competent authorities which are authorised to search directly the data contained in the second 

generation Schengen Information System was released (2021/C 287/01) and can be found here: https://eur-

lex.europa.eu/legal-

content/EN/TXT/?uri=uriserv%3AOJ.C_.2021.287.01.0172.01.ENG&toc=OJ%3AC%3A2021%3A287%3ATOC.

For the purpose of technical and security incident investigation when strictly necessary  

in line with data minimization principle and security measures:

• Sopra Steria Group 

• Data related to alerts entered in the system in general: for the time required to 

achieve the purposes for which the alerts were entered (Art. 39(1) of Regulation 

2018/1861), Art. 53(1) and 54(1) of Regulation 2018/1862). 

• Data related to alerts entered in the system in the context of Regulation 2018/1861 

may kept for a period of 3 (three) years. In any case, MS issuing an alert shall, within 

three years of its entry in SIS, review the need to keep it (Art. 39(2) of Regulation 

2018/1861.

• Data related to alerts entered in the system for the purposes of Article 26 and 32(1)(a) 

and (b) of Regulation 2018/1862 may kept for a period of 5 (five) years, within which 

the retention period is reviewed by the issuing MS.

• Data related to alerts entered in the system for the purposes of Article 34 and 40 of 

Regulation 2018/1862 may kept for a period of 3 (three) years, within which the 

retention period is reviewed by the issuing MS.

• Data related to alerts entered in the system for the purposes of Article 32(1)(c)(d) and 

(e) of Regulation 2018/1862, and of Art. 36 may kept for a period of 1 (one) year, within 

which the retention period is reviewed by the issuing MS.

In any case, where the MS decides to retain de alert longer than the review period, that 

MS shall, within three years of the extension of the period to keep the alert entered in 

SIS, review the need to keep it (Art. 39(4) of Regulation 2018/1861 and Art. 53(6) of 

Regulation 2018/1862). 

• Data related to alerts on objects are kept for the period of 10 (ten) years, in relation 

to alerts on objects for the purposes of Articles 36 and 38 of Regulation 2018/1862, 

within which the issuing Member State shall review the need to retain the alert. (Art. 

54(2) of the same Regulation)

• Data related to alerts on objects are kept for the period of the person above to which 

the alert is linked to, namely in relation to alerts on objects for the purposes of Articles 

26, 32, 34 and 36 of Regulation 2018/1862. The alert data is only kept for as long as the 

alert data on the person is kept (Art. 54(3) of the same Regulation)

• Technical copies of the information processed which result in offline databases: may 

be retained for a period not exceeding 48 hours (Art. 41(3) of Regulation 2018/1861 and 

Art. 56(3) of Regulation 2018/1862).

• Data on persons whose identity has been misused: shall be deleted at the same time 

as the corresponding alert or earlier where the person so requests (Art. 47(5) of 

Regulation 2018/1861 and Art. 62(2)(a) of Regulation 2018/1862).

• Data on persons associated to objects sought for the purposes of seizure or use as 

evidence in criminal proceedings: alerts on objects shall be kept only for the time 

required to achieve the purposes for which they were entered (Art. 45(1) of Regulation 

2018/1862), and for a maximum of 10 (ten) years (Art. 45(3) thereof), unless extended 

by MS (Art. 45(4) Regulation 2018/1862).

• Logs are deleted 3 (three) years after their creation. The logs which include the 

history of alerts shall be erased three years after deletion of the alerts. Logs may be 

kept longer if they are required for monitoring procedures that are already under way. 

Art. 18(4) and (6) of both Regulation 2018/1861 and Regulation 2018/1862).

For the purposes of the system operational management: 

• eu-LISA designated staff members

For the operation and security of the N.SIS:

• Authority which shall have central responsibility for its N.SIS (the ‘N.SIS Office’) - Art. 7(1) of both Regulation 2018/1861 and Regulation 2018/1862.

Within the context of supplementary information, namely: i) to ensure the exchange and availability of all supplementary information; ii) to be able to react to 

requests for supplementary information swiftly and within the deadlines provided by law; and, iii) for the verification of the quality of the information entered 

in SIS:

• SIRENE Bureau - Art. 7(1) of both Regulation 2018/1861 and Regulation 2018/1862.

For the identification of third-country nationals for the purpose of border control, namely, in accordance with Regulation (EC) No 562/2006 of the European 

Parliament and the Council of 15 March 2006 establishing a Community Code on the rules governing the movement of persons across borders (Schengen 

Borders Code):

• Authorities responsible for border controls/border authorities - Art. 34(1)(a) of Regulation 2018/1861 and Art. 44(1)(a) of Regulation 2018/1862.

For the identification of third-country nationals for the purposes of police and customs checks:

• Authorities responsible for customs checks - Art. 34(1)(b) of Regulation 2018/1861 and Art. 44(1)(b) of Regulation 2018/1862.

• National Law enforcement authorities - Art. 34(1)(b) of Regulation 2018/1861 and Art. 44(1)(b) of Regulation 2018/1862.

For the identification of third-country nationals, in line with the need to the performance of their tasks, as provided for in national legislation, and by their 

coordinating authorities:

• National judicial authorities, including those responsible for the initiation of public prosecutions in criminal proceedings and for judicial inquiries prior to 

charging a person - Art. 34(3) of Regulation 2018/1861 and Art. 44(3) of Regulation 2018/1862.

In the context of granting and withdrawing international protection:

• Responsible authorities for the security checks on third-country nationals who apply for international protection, in accordance with Art. 34(1)(e) of 

Regulation 2018/1861 and Art. 44(1)(e) of Regulation 2018/1862

In the context of the application of the Community acquis relating to the movement of persons:

• Authorities responsible for issuing visas, central authorities responsible for examining visa applications and authorities responsible for issuing residence 

permits - Art. 34(1)(d) and (f) of Regulation 2018/1861.

For the identification of third-country nationals for the purpose of prevention, detection, investigation or prosecution of terrorist offences or other serious 

criminal offences or the execution of criminal penalties: 

• MS Law enforcement authorities - Art. 34(1)(c) of Regulation 2018/1861 and Art. 44(1)(c) of Regulation 2018/1862.

For the purpose of monitoring the lawfulness of data processing, self-monitoring and ensuring the proper functioning of CS-SIS, data integrity and security:

• Competent authorities in charge of checking whether a search is lawful, monitoring the lawfulness of data processing, self-monitoring and ensuring the 

proper functioning of CS-SIS, data integrity and security as per article 18(5) of Regulation 2018/1861.

For the purpose of carrying out checks in accordance with Art. 44(1) of Regulation 2018/1862, and within their mandate:

• Frontex - Art. 50 of Regulation 2018/1862

Where necessary to fulfil its mandate, including within the exchange and further request of supplementary information in accordance with the provisions of 

the SIRENE Manual, as per Art. 41(1) Council Decision 2007/533/JHA:

• Europol - Art. 41 of  Council Decision 2007/533/JHA and Regulation 2018/1862.

Within their mandate:

• Eurojust - Art. 42 of Council Decision 2007/533/JHA and Art. 49 of Regulation 2018/1862.

Exchange of data on stolen, misappropriated, lost or invalidated passports:

• Interpol - Art. 55 of Council Decision 2007/533/JHA (subject to an agreement with European Union on the data flows). 

YesOperational management of SIS information system - Recast

 eu-LISA is in charge of the operational management of SIS and 

corresponding Communication Infrastructure according to Art. 15 of 

Regulation 2018/1861 and Regulation 2018/1862 in regard to the SIRENE 

Bureaux and communication between the SIRENE Bureaux, its security as 

per Art. 16(2) of Regulation 2018/1861 and technical functioning (Art. 8(4) 

of Regulation 2018/1861 and Art. 8(4) of Regulation 2018/1862).

This includes operations such as: keeping SIS and corresponding 

Communication Infrastructure functioning 24 hours a day, 7 days a week, 

365 days a year; ensure the security of the central SIS and its 

communication infrastructure through the implementation of necessary 

measures such as incident investigation in relation to troubleshooting (in 

line with Art. 16 and 17 of Regulation 2018/1861 and of Regulation 

2018/1862); ensure that procedures are in place for the keeping the 

records of all data access and exchange of personal data operations within 

the CS-SIS as per Art. 18 of Regulation 2018/1861 and of Regulation 

2018/1862; and, ensure that procedures are in place to monitor the 

functioning of the SIS, including statistics, as per Art. 60 of Regulation 

2018/1861 and as per Art. 74 of Regulation 2018/1862.

In the context of SIS in the field of border checks (Regulation 2018/1861):

• Third-country nationals in respect of whom an alert has been issued, for the purposes of refusing entry or 

stay - Art. 24 of Regulation 2018/1861. 

• Third-country nationals who are beneficiaries of the right of free movement within the Union - Art. 26 of 

Regulation 2018/1861.

• Third-country nationals subject to restrictive measures intended to prevent entry into or transit through the 

territory of Member States - Art. 25 of Regulation 2018/1861.

• Person whose identity has been misused - Art. 47 of Regulation 2018/1861.

• eu-LISA Officers administrating the system (eu-LISA Operator User).

• Operator on Member-States side - Authority which shall have central responsibility for its N.SIS (the ‘N.SIS 

Office’) - Art. 7(1) of Regulation 2018/1861.

• Operator on Member-States side/end-user - Authorities responsible for border controls - Art. 34(1)(a) of 

Regulation 2018/1861.

• Operator on Member-States side - Authorities responsible for customs checks - Art. 34(1)(b) of Regulation 

2018/1861.

• Operator on Member-States side- Law enforcement authorities - Art. 34(1)(b) of Regulation 2018/1861.

• Operator on Member-States side - National judicial authorities, including those responsible for the initiation 

of public prosecutions in criminal proceedings and for judicial inquiries prior to charge - Art. 34(3) of Regulation 

2018/1861.

• Operator on Member-States side - Authorities responsible for examining visa applications, issuing visas, and 

for issuing residence permits - Art. 34(1)(f) of Regulation 2018/1861.

• Operator on Member-States side - SIRENE Bureau - Art. 7(1) of Regulation 2018/1861.

In the context of SIS in the field of police cooperation and judicial cooperation in criminal matters (Regulation 

2018/1862):

• Persons wanted for arrest for surrender or extradition purposes - Art. 26 of Regulation 2018/1862.

• Missing persons who: (i) need to be placed under protection; (ii) missing persons who do not need to be 

placed under protection - Art. 32 of Regulation 2018/1862.

• Persons sought to assist with a judicial procedure, including: (i) witnesses; (ii) persons summoned or persons 

sought to be summoned to appear before the judicial authorities in connection with criminal proceedings in 

order to account for acts for which they are being prosecuted; (iii) persons who are to be served with a criminal 

judgment or other documents in connection with criminal proceedings in order to account for acts for which 

they are being prosecuted; (iv) persons who are to be served with a summons to report in order to serve a 

penalty involving deprivation of liberty - Art. 34 of Regulation 2018/1862.

• Persons for the purposes of discreet checks or specific checks - Art. 36 of Regulation 2018/1862.

• Person whose identity has been misused - Art. 62 of Regulation 2018/1862.

• Data subjects whose data is connected to objects sought for the purposes of seizure or use as evidence in 

criminal proceedings - Art. 38 of Regulation 2018/1862.

• eu-LISA Officers administrating the system (eu-LISA Operator User).

• Operator (Authority which shall have central responsibility for its N.SIS (the ‘N.SIS Office’) - Art. 7(1) of 

Regulation 2018/1862.

• Operator (Authorities responsible for border controls) - Art. 44(1)(a) of Regulation 2018/1862.

• Operator (Authorities responsible for police and customs checks) - Art. 44(1)(b) of Regulation 2018/1862.

• Operator (Responsible authority for granting and withdrawing international protection) - Art. 44(1)(e

• Operator (National Judicial Authorities) - Art. 44(3) of Regulation 2018/1862.

• Operator (Europol) - Art. 48 of Regulation 2018/1862.

• Operator (Eurojust) - Art. 49 of Regulation 2018/1862.

• Operator (Frontex) - Art. 50 of Regulation 2018/1862.

• Operator (Interpol) - Art. 55 of Council Decision 2007/533/JHA [? not applicable anymore from 06/03/23].

• Operator (SIRENE Bureau) - Art. 7(2) of Regulation 2018/1862.
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